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	Role Title 
	
SOC Engineer – SCC Cyber


	Function 

	SCC Digital (Cyber)

	Team 
	SCC Cyber Operations (SOC)

	Reports to
	Head Of SOC – SCC Cyber


	

	Role Purpose 



	The security landscape is changing which in turn is bringing new challenges and opportunities. The ability to support customers directly or through our services is critical to the ongoing success and reputation of the SCC Cyber business as a Managed Security Service Provider (MSSP).

The role of SOC Engineer will offer the successful candidate an exciting opportunity to work closely with the business across a broad range of managed service activities. Working across multiple technologies, and service lines associated to Cyber Security including but not limited to Managed Detection & Response (MDR), and Extended Detection & Response (XDR). 
Essentially the role will support, through technical expertise, the provision and support of operational security capability, covering a range of tools, services and information, to manage and monitor the security posture of the IT environment; and to provide security incident handling.  
The role will also form part of the core security team that deliver and drives continual service improvement across the internal SOC function covering SCC customers ensuring delivery of best of breed compliant security services in the most effective and efficient manner.

	

	Key Responsibilities 
	

	1.
	Be the technical engineering subject matter expert (SME) for the SOC team focussed across SIEM, Vulnerability Scanning, EDR / MDR and other Security Technologies

	2.
	Perform business as usual and Project/Onboarding support for the security technologies, examples, log source health offence triage, tuning, vulnerability scanning for investigation into findings and remediation and general industry knowledge to support the security deliverables across other service

	3.
	Ensure appropriate governance and appropriate checking of access to our technology solutions is in place

	4.
	Provide technical guidance and assurance to colleagues in the SOC, ensuring remediation, response and general advice is accurate and actionable

	5.
	Stay abreast of emerging security threats, vulnerabilities, and controls, providing technical guidance and advice on threat response plans

	6.
	Provide technical consultancy support in the development of the security technologies, processes and procedures, including the development of ‘Playbooks’ to ensure best practice is implemented when possible

	7.
	Ensure defined technical compliance functional requirements for each on boarding project and ensure that they are fulfilled prior to going into service

	8.
	Understand the implications of standards and regulations such as GDPR, ISO27001, NCSC Cloud Security Principles, NIS2, to inform decision making

	9.
	Responsible for documentation of implementations, via technical documentation and run books

	

	Person Specification 
	

	1.
	Solid and demonstrable comprehension of Cyber Security including malware, emerging threats, attacks, vulnerability management and standard accreditation frameworks

	2.
	Possess excellent communication, presentational, critical thinking problem solving, analytical and prioritisation skills.

	3.
	Drive policy, process and procedure, maintenance, and improvement

	4.
	Own workload, ensuring work is delivered on time, and exceeds management’s expectations

	5.
	Have a strong emphasis on quality, accuracy and meeting deadlines

	6.
	Be a self-starter and proactive in driving forward security for the benefit of the business

	7.
	Possess strong briefing and technical skills to enable you to present at all levels and across the business and its customers

	8. 
	To have already achieved SC Clearance or undergo the process for SC Clearance.

	9. 
	Strong familiarity with Linux and Windows operating systems and cloud provider ecosystem

	

	


	Key Competencies 
	

	1.
	Hold a recognised Information Security qualification (e.g., CISSP, Microsoft SC-900, SC-200, AZ-500, SC-100, Tenable TCSE)
 or demonstrate strong capabilities in Security Engineering

	2
	Experience in a Managed Security Service Provider or Multi Tenanted environment

	3.
	Proven experience In implementing technical designs into practice in line with project Timelines and Change Control Processes

	4.
	Proficiency in EDR/MDR tools, firewalls, IDS/IPS, and vulnerability scanning solutions

	5.
	Ability to write scripts in KQL, Python, PowerShell, or Bash for automating tasks and enhancing incident response capabilities

	6.
	Experience of Change Control processes and ITIL Alignment

	

	Value Behaviours 
	

	1.
	Responsibility 

	2.
	Passion 

	3.
	Customer First 

	4.
	Agility 

	5.
	Family 
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