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	Role Title 
	Senior Infrastructure Support Engineer


	Function & Dept.
	SCC UK Services E&S Onsite South

	Career Growth Level
	Supporting & Co-ordinating (F) 



	CGP Descriptor 

	More complex roles which do not require significant specialist knowledge, but may work with confidential / key information, are involved in process delivery, and may have some supervisory responsibilities

	Team 
	SCC UK Services E&S Onsite South - Broxbourne


	Reports to
	Broxbourne Site Supervisor


	Role Purpose 

	Responsible for the management, support and development of Microsoft cloud, on-premises and network infrastructure. The role provides senior technical expertise, leads infrastructure projects and acts as an escalation point for complex incidents, security issues and major changes.



	Key Responsibilities 



	
	

	1. Manage and maintain Microsoft 365, Azure, Entra ID, Intune, Exchange, Teams and SharePoint.
2. Administer Windows Server, Active Directory, Hyper-V, clustering, storage, Group Policy and DFS.
3. Manage Azure Virtual Machines, Azure Virtual Desktop, Azure Files, backup and Update Manager.
4. Deliver endpoint management through Intune, Autopilot and knowledge of SCCM, including application deployment, patching and security policies.
5. Manage infrastructure security using Microsoft Defender, Intune Endpoint Security and Tenable vulnerability management.
6. Support networking, firewalls and associated infrastructure across Aruba, Cisco Meraki, HP and Forcepoint environments.
7. Lead server, cloud and file-service migrations, upgrades, deployments and decommissioning.
8. Manage monthly security patching and vulnerability remediation across servers and endpoints.
9. Support hybrid services, including Exchange Hybrid and on-premises/cloud infrastructure.
10. Plan and deliver technical projects from research and design through costing, implementation and handover.
11. Act as the senior escalation point for 1st/2nd line teams and major incidents.
12. Manage technical changes through established Change Control and IT service management processes.
13. Produce and maintain technical documentation, operational procedures and support guidance.

14. Any other reasonable request made by your line management. 

15. Always represent SCC in a positive and professional manner.

16. Be compliant with management system policies, company policies & guidelines and take responsibility for health & safety in the workplace.

17. Must be always professional and presentable.

18. Must have full UK driving Licence where required to perform the role.

19. Respond to any requests for information from your line management in a timely manner.

20. Work a certain amount of overtime when required to do so.

21. Be Familiar with all SCC polices and processes relevant to the role and/or your responsibilities to SCC and our customers. 

22. Be Familiar with customer policies and processes where applicable


	
	

	Person Specification 


	Essential Skills & Experience

· Strong experience across Microsoft 365, Azure and Windows infrastructure.

· Advanced knowledge of Active Directory, Entra ID, Intune, Windows Server and virtualisation.

· Experience with networking, security, backup, storage and vulnerability management.

· Strong troubleshooting skills across complex hybrid and multi-site environments.

· Proven experience delivering infrastructure projects and technical change.

· Experience with automation, endpoint deployment and infrastructure lifecycle management.

· Excellent communication, documentation and stakeholder management skills.

· Ability to manage multiple priorities and work effectively within operational and project environments.

· Ability to provide technical leadership, mentoring and guidance to colleagues and to communicate complex technical matters to non-technical stakeholders.
Desirable

· Microsoft, Azure or equivalent technical certifications.

· ITIL and/or PRINCE2 knowledge.

· Experience working within security-cleared or public-sector environments.

· Experience with telecommunications and enterprise backup solutions.




	Key 

Competencies
	
	Level 

	1.
	Communication Skills
	1

	2
	IT Infrastructure
	1

	3.
	Network Support
	1

	4.
	Planning & Organising
	1

	5.
	Quality Ownership
	1

	6.
	Relationship Building
	1

	
	
	


	Value Behaviours 


	
	Level

	1.
	Responsibility 
	

	2.
	Passion 
	

	3.
	Customer First 
	

	4.
	Agility 
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