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	Role Title 
	Cyber -  SOC  Analyst


	Function 

	SCC Digital

	Team 
	Cyber Operations (SOC)


	Reports to
	Head of SOC


	

	Role Purpose 



	As a Security Operations Centre (SOC) Analyst at SCC, part of SCC Digital, you will play a pivotal role in safeguarding complex client environments against an evolving threat landscape. Leveraging industry-leading technologies such as Microsoft Sentinel, Entra, Defender, Tenable, CrowdStrike, and Purview, you will be responsible for advanced threat detection, incident response, and proactive security improvement. 

As part of SCC Digital's commitment to operational excellence, the Senior SOC Analyst also utilises IT Service Management (ITSM) tools, most notably ServiceNow and SecOps, into the security operations workflow. By leveraging ServiceNow, the analyst streamlines incident tracking, ticketing, and workflow automation, ensuring that security events are efficiently escalated and resolved in alignment with established ITIL processes. SecOps modules further enable seamless collaboration between security and IT operations, bridging gaps for rapid containment and remediation of threats while maintaining comprehensive audit trails and compliance reporting.

This role demands technical expertise, curiosity, and a passion for cyber defence, alongside the ability to mentor others and drive operational excellence within the SOC.


	

	Key Responsibilities 
	

	1.
	Act as Security Expert for SCC Cyber customer landscape and SOC services for security breaches and investigate offences when they occur. Be an analytical reference point for identifying and then quantifying the nature and extent of an attack and offer initial professional advice relating to possible business impact.

	2.
	Input into acceptance into service for all SOC services and support these activities through projects as they transition into live

	3.
	Threat Detection and Analysis: Utilise Microsoft Sentinel and Kusto Query Language (KQL) to monitor, investigate, and triage security alerts, identifying potential threats and vulnerabilities across customer environments.

	4.
	Identify trends and improvements to improve investigations and the SOC operation

	5.
	Incident Response: Contribute to the response to security incidents, act as part of the On Call 24/7/365 Major Incident Response team rota, coordinating with internal teams and customers to contain, eradicate, and recover from breaches or compromises. Document incident handling and produce post-incident reports.

	6.
	Security Infrastructure Management: Configure and optimise use of Entra (Microsoft Entra), Defender (Microsoft Defender suite), Tenable (vulnerability management), CrowdStrike (endpoint detection and response), and Purview (data governance and compliance) for real-time threat intelligence and robust security postures.

	7.
	Proactive Threat Hunting: Perform proactive threat hunts within customer networks, leveraging telemetry from Sentinel, Defender, CrowdStrike, Tenable, and Purview to uncover hidden threats and mitigate risks before exploitation.

	8.
	Vulnerability Assessment: Conduct regular vulnerability scans and assessments using Tenable, correlating findings with other tooling to prioritise and recommend remediation actions.

	9.
	Reporting & Communication: Prepare and deliver clear technical and executive-level reports for both internal stakeholders and customer leadership, translating complex security issues into actionable insights.

	10.
	Security Automation: Develop and tune automation playbooks in Microsoft Sentinel and Defender to streamline alert triage, incident response, and reporting workflows for greater efficiency.

	11.
	Support the assessment of the current technology infrastructure to identify information security and compliance risk areas and recommend controls to address those risks

	12.
	Continually reviewing security offences and ensuring resolution is appropriately planned, carried out, checked and reviewed to ensure lessons are identified

	13. 
	Strong understanding of standards and regulations such as GDPR, ISO27001, NIST, PCI, SOX, HTECH

	

	Person Specification 
	

	1.
	Have experience of working in a SOC, using SIEM associated MDR/EDR product suites with a demonstrable knowledge and experience of security incidents and improvements to operations

	2.
	Possess excellent communication, presentational analytical and problem solving skills

	3.
	Positive personal qualities including drive, professionalism, integrity and teamwork

	4.
	Security Clearance (SC) or be able willing to undergo the process to gain clearance

	5.
	Be a self-starter and proactive in driving forward security for the benefit of the business including owning workload, ensuring work is delivered on time, and exceeds management’s expectations

	6.
	Ability to disseminate the right level of technical or solution information intended for the correct audience through developed briefing skills and technics, this will include oral and written communication skills.

	7.
	Have a keen eye for detail whilst being determined to find the unexpected or the obscured information

	8.
	Embrace the Information Technology Infrastructure Library (ITIL) best practices, develop a logical approach to service delivery and gain formal accreditation

	9.
	Ability to write documentation for various audiences and ability to select appropriate document formats, this should include being able to produce and deliver remediation action plans

	10. 
	Hold  recognised Information Technology qualifications (e.g. CompTIA A+, S+, N+, CISSP, Microsoft SC-200, 900, Blue Team, Applied Skills or demonstrate strong capabilities in Information Security Response)

	

	Key Competencies 
	

	1.
	Azure Sentinel MDR or Equivalent SIEM

	2
	Microsoft Defender (Cloud/Office/Endpoint) 

	3.
	Vulnerability Scanning (Tenable, Qualysys etc)

	4.
	Crowdstrike or other EDR Tooling

	5.
	ITIL

	6.
	

	7.
	

	

	Value Behaviours 
	

	1.
	Responsibility 

	2.
	Passion 

	3.
	Customer First 

	4.
	Agility 

	5.
	Family 
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