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	🎯 Main Mission

	
SCC leverage several strategic partners to deliver our Cyber Managed Services, including (but not limited to) Microsoft, Tenable, and CrowdStrike. The role of the Cyber Product Architect will help drive our product roadmap and development into workable solutions for our customers. 
The Cyber Product Architect will be responsible for the technical design of our Managed Security Services, working in close collaboration with our Product Management team. They will use their expertise and experience to design solutions and ensure training and guidance are provided throughout the Cyber team, including Pre-Sales, Delivery, and Operations.




	📌 Key Responsibilities

	🛠️ Solution Development
· Support in the development of our Security Baselines that are used to protect our customers 
· Ensure that the appropriate documentation sets are created that detail the Design, Delivery, and Support of the designed solutions
· Ensuring design documentation is accurate and in place for the use by delivery and operational teams, including the Low-Level Design (LLD) templates
	🛠️ Subject Matter Expert 
· Provide internal guidance and training to SCC Cyber teams, including Pre-Sales, Delivery, and Operations
· Act as the point of technical escalation within the Cyber team for issues impacting service
· Maintain up-to-date knowledge of evolving best practices in the field of cyber security



	🤝 Infrastructure Support
· Ensure that the Production and Development tenants used within the Cyber team are maintained and secured against best practice 
· Ensure that internal design and documentation are kept up to date and reviewed on a regular basis

	📊 Product Development 
· Participate in one or more of our Subject Matter Expert (SME) groups within the Cyber team
· Supporting Product Management teams with the development and execution of our Cyber roadmap
· Work with our Delivery and Operational teams to identify areas for continual improvement




	⭐Required Skills

	💡 Hard Skills 
· Deep understanding of SIEM and XDR solutions, specifically based on Microsoft and CrowdStrike
· Understanding of Vulnerability Management solutions, specifically Tenable and Microsoft Defender Threat & Vulnerability Management


	 Soft Skills
· Excellent communication (written and verbal)
· Excellent organisational skills
· Excellent presentation skills
· Teamwork & cross-functional collaboration
· Problem solving skills


	🌍 Language 
· Fluent English required
· Spanish or French would be an advantage but not essential 


	🔍 Candidate Profile
· University Degree in Cyber Security, Computer Science, or similar (desirable)
· 2 to 5 years’ experience working in a Managed Security Service Provider environment
· Microsoft Certifications such as SC-200, SC-300, SC-401, and SC-100 (desirable)
· CrowdStrike Certifications such as CCFA, CCIS, and CCCS (desirable)
· Tenable Certifications such as Certified Pre-Sales Engineer/Architect (desirable)
· Evidence of continued professional development within Cyber Security
· Must be able to obtain the Government and/or Police Security levels required to meet the operational requirements of the role and as per the requirements stipulated in relevant customer contracts.




	🏢Working Conditions

	🤝 Internal / External Relations 
· Internal: Product Management, Pre-Sales, Sales Specialists, Delivery, and SOC Teams
· External: Clients, Vendors and IT partners

	🧭 Working Conditions
· Office based 3 days per week
· Possible travel depending on region 
· High autonomy in work organisation




	
Salary Range: Annual salary between £70,000 and £100,000




List all technical skills (or those related to the subject) required for the position in question:
· Experience with Microsoft Sentinel or alternative SIEM solutions (essential)
· Experience with Microsoft Defender XDR or CrowdStrike Falcon (essential)
· Experience with Microsoft Threat and Vulnerability Management (desirable)
· Experience with Tenable One (desirable)
· Experience with Microsoft Purview (desirable)
· Experience with Azure and AWS solutions (essential)
· Experience with Threat Intelligence Technologies (desirable)
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