[bookmark: _Hlk221532820]🧩 Job Description – Data Security Consultant – Cyber

	🎯 Main Mission

	We’re looking for a Data Security Consultant with a strong GRC foundation and hands‑on experience with Microsoft Purview to help organisations understand, protect, and govern their data in a pragmatic, business‑aligned way.

This is a client‑facing advisory role. You’ll work with security, risk, compliance, and data stakeholders to design and deliver data security and governance outcomes — not just deploy tools.

You’ll be comfortable operating at the intersection of risk, regulation, data protection, and technology, translating complex requirements into clear, actionable solutions.



	📌 Key Responsibilities

	🤝 Sales Support
· Work with our Cyber Solution Architects to respond to RFI, RFP, and Tenders in areas for Data Security
· Using your expertise and knowledge consult with customers helping define the scope, identify successful outcomes that conform to required prerequisites
	🛠️ Subject Matter Expert 
· Deliver Data Security Proof of Concepts with Customers and SCC Pathfinders covering Microsoft Purview, Varonis, Pulse, and Vision
· Maintain up-to-date knowledge of evolving best practices in the field of data security
· Applying industry best practice frameworks and regulatory considerations when designing and implementing data security controls
· Participate in one or more of our Subject Matter Expert (SME) groups within the Cyber team


	🤝 Delivery
· Implement and maintain data classification, labelling, and governance controls aligned to customer requirements and regulatory obligations
· Mapping regulatory and GRC requirements (e.g. GDPR, ISO 27001, NIST, data residency, retention) to practical data security controls
· Conducting data risk assessments, gap analyses, and control reviews across Microsoft 365 and wider data estates
· Supporting clients with policy design, operating models, and control frameworks for data protection and governance
· Acting as a trusted advisor, able to challenge constructively and influence senior stakeholders
· Producing clear, executive‑ready deliverables (risk assessments, recommendations, roadmaps, design documentation)
· Knowledge transfer when a customer moves from technical delivery, and on into service operation
	📊 Solution Enhancements 
· Work with our Product Architecture teams to identity areas of technical development of our services
· Work with our Product Management team to identify opportunities for service enhancements based on customer feedback



	⭐Required Skills

	💡 Hard Skills 
· Deep understanding of Data Security solutions, specifically based on Microsoft and Varonis
· Understanding of regulations and Frameworks impacting data
· Understanding of data related organisational policies
· Ability to translate customer needs into relevant solutions
· Experience translating risk and compliance requirements into technical controls



	 Soft Skills
· Excellent stakeholder communication
· Consultative and Customer Facing skills
· Comfortable engaging with technical teams and non‑technical stakeholders
· Collaboration and Team work
· Documentation and Attention to Detail
· Analytical and persuasive abilities 
· Teamwork & cross-functional collaboration


	🌍 Language 
· Fluent English required
· Spanish or French would be an advantage but not essential 

	🔍 Candidate Profile
· University Degree in Cyber Security, Computer Science, or similar (desirable)
· Hands on experience implementing data security controls, ideally in a service provider environment
· Microsoft Certifications such as SC-200 and SC-401(desirable)
· Evidence of continued professional development within Cyber Security
· Must be able to obtain the Government and/or Police Security levels required to meet the operational requirements of the role and as per the requirements stipulated in relevant customer contracts.




	🏢Working Conditions

	🤝 Internal / External Relations 
· Internal: Account Managers, Sales Specialists, Product Management, Solution Architects, Cyber Consultants, Cyber Operational and Delivery Teams  
· External: Clients, Vendors, IT partners, and Consulting firms

	🧭 Working Conditions
· Office based 3 days per week
· Possible travel depending on region 
· Participation in partner events / trade shows / webinars 
· High autonomy in work organisation




	
Salary Range: Annual salary between £90,000 and £110,000




List all technical skills (or those related to the subject) required for the position in question:
· Experience with Microsoft Purview or alternative data solutions (essential)
· Experience with Varonis (desirable)
· Experience with Microsoft Fabric (desirable)
· Experience with Azure and AWS solutions (desirable)
· Experience with Data Warehouse Technologies (desirable)
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